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MOBILE WIRELESS BASE STATION 

This appKeafioB claims the benefit of CMnese national patent application number 
03101878 J titled *Tbe methods m& the- systems of data conmmmcatioii between differ 
networks^ and filed on or about January 28* 2003, incorporated herein, by reference in Its 
eotirety< 

FieM of The layeatftra 

1Mb invention relates to oommtMMcatioB systems m& methods, par & ulMy systems 
mid methods thai facilitate communication between different networks. 

Baetegroniici of The Immt km 

Recently, wireless local area networks (LANs) Mve been developed as an enhanced, 
replacement for wired LANs, In a wireless LAN a plurality of mobile network stations (e*g** 
persa&al computers, tekcoiBnitmieation devices, etc.) are present thai are capable of wireless 
eomnmnicatlorL As compared to wired LAKs, data-connnumcatKm m a wireless LAN e&n be 
more versatile, due to the flexibility of the arrangement of network stations in t&e area 
cowed by the LAN, and due to the absence of cabling eo&neetlosss* 

Wireless LANs are generally ixnpieinented according to the standard 3$ defined by the 
ISO/IEC 8802-11 international standard (IEEE 802.11). IEEE 802/1! describes a standard for 
wireless LAN systems that will operate in the 2<4~2L5 QBz ISM (industrial, sekntiSe mid 
medical) band. This ISM band m available worldwide ami allows unlicensed operation for 
spread speomim systems. The 2 S 4O0-2»483,S MH& band, has b&m allocated for both the US 
m& Europe, The IEEE 802*1 i standard focuses on the MAC (medium access contra!) and 
PHY (physical layer) protocols for access pomt fea^d Betwofe and ad-boo networks, 

En aeseas point based wireless xietwerks> the stations within a group or adt cm 
commumeate only directly to the access point This access point forwards messages to the 
destination station wiibin the me cell or through tba wired distribution system to anoifeer 
access poiaf s torn which such messages arrive finally at the destination station, 

TIis 802 J 1 standard supports three PHY protocols: DSSS (direct sequence spread 
spectrum)* FHSS (frequency hopping spread spectnmt}, and mftared with PPM (pulse 
position modulation). All these three PHYs all provide bit rates of I and 2 Mbiife. 

I 
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Wmthormor^s XEBE 802 A I includes extensions ! 1 a* lib, md llg which allow tor additional 
higher bit rates: Extension lib provides bit rates 5.5 and 11 MMt/s as well as the basse DSSS 
bit rates of 1 and 2 Mbii/s within the same 2,4-2*5 GHs ISM ba»d« Extension 1 l a provides a 
high, bit rate OFDM (Orthogonal Freqne&cy Division Multiplexing modulation) PHY 
standard providing bit rates in the rmgv of 6 to 54 Mbit/s in the 5 <3H& band. Extension l lg 
provides a high bit rates wpio 54 Mbit/s using OFDM in fee 2,4-2.5 GM& ISM band. 

The IEEE 802,1 1 basic MAC protocol allows iBteroperabihty between compatible 
PHYs through, tho nse of the CSMA/CA (earner sense multiple access with oollisiosi 
avoidance) protocol mid a random back-off fee following a busy medium condition. The 
IEEE 802*11 CSMA/CA protocol is designed to reduce the collision probability between 
multiple stations acceding the .medium at the same time, Therefore a mdom back-oft 
arraagemmt is used to resolve medium conl^ution conflicts, In addition the IEEE- 802 1 1 1 
MAC protocol defines special functional behavior for fragmentation of packets, medium 
reservation via RTS/CTS (reqtK^t-to-se^dMoar-to^aud) polling iuteraetion and point 
coordination (for titne-bomtded services). 

Moreover, the IEEE 802* 1 1 MAC protocol defiti.es Beacon, frames sent at regular 
intervals by the access point to allow stations to monitor tb.e presence of the access point The 
XEBE 802 A i MAC protocol also gives a act ofmamigemmt irmaes including Probe Request 
ftaiB.es wbieh are gent by a station and are followed by Probe Response frames sent by an 
available access point, to allow a station to scan actively if there is mi movm point operating 
oil a certain channel frequency and to show to the station what parameter settings this access 
point Is using. 

Wireless personal digital assistants (WP0A) md *$m*ft£* eelluter telephones are the 
most popular devices known to provide * 'mobile Internet - • access for the mass consumer 
market 

g&mirmo of tfcte la^M^m 

The present invention is directed to the use of a mobile wireless bddge (MWB) to 
provide wired and wireless local area network (LAN) clients (jointly hereinafter simply 
<%AN clients") imintemtpted wide area network (WAN) access to iMemet rasources even if 
a WAN initially used to access snch resources becomes nnavailahfe. A .mobile wireless 
bridge, as the term is used herein, is a de vice thai is adapted to act as a bridge at teas! between 
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a wireless LAN, a wireless W AN mid one other WAR and preferably is adapted to act as a 
bridge at least between a wired LAN, a wireless LAN, a wired LAN, and a wireless LAN, 
Moreover, audi a MWB is adapted to interface wi th a variety of WANs and to seamtessly 
switch, between W AN s if a W AN being used becomes unavailable, nxneliahle, or otherwise 
undesirable. MWBs will generally ako comprise at least one Access Controller that controls 
LAN client access to any WAN fee MWB has access to. 

Ixi preferred embodiments M WBs will be adapted couple LANs to Internet resources 
via a hardwired connection (e.g. cable modem, DSL, Tl, etc.) and at least one mobile cellular 
oamm iMie&hons network (MCCN) such feat computer or other devices that are not equipped 
to directly access the MCCN cm access Internet resources via iim MCCN, 

In. preferred embodiments M WBs will fimction m a LAN aoeess point even if the 
bridge is enirmtly not ooupted to any WANs, provide LAN clients access to a wired WAN 
whenever the MWB has reliable access to any mch wired WAN, provide LAN clients access 
to a wireless W AN wtewr any such wired. WAN becomes tm&vail&Me, and mmnimi 
wireless WAN access despite movement of the MWB to Afferent geographic locations 

The use ofMWBs eHmhiates the need ibr LAN client to include the hardware and 
software required to directly access a wired or wireless WAN« When a LAN client needs to 
access a WAN it nses its (the client's) LAN access and a MWB that Is part of the LAM to 
access a wired or wireless WAN. Smcs the LAN client does not access i*.e WAN directly. It 
has iio need to support the hardware smd/ot software necessary ibr direct WAN access. 

Hie use of multiple MWBs can provide continuous LAN access Ibr LAN clients even 
if the LAN client moves out of the range of any particular MWB. As such, the use of 
multiple MWBs allows LAN elieats to roam between LANs smcIi bridges are part of 

M WBs can also provide a simple method of providing WAN access to LAN clients in 
areas where wired WANs are impractical By placing MWBs in vehicle LAN clients can 
have LAN access, WAN access, and Internet access even when the LAN client is out of range 
of fixed position LAN access pointy and does not haw* access to a wired WAN, 

Various objects* fb&tnres* aspects and advantages of the present indention will become 
more apparent from the following detailed description of pi^ferrcd embodiments of the 
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hwmtim% aSo&g wife the aaxsmpaxiymg drawings in which like xiumentts represent like 

Brief Beseripfiot* of The Drawings 

Figtsre 1 A illustrates a iietworfc m accordance with ilia claimed iOTantioii. 

Figure IB iltastraies the network, of ftgtrre 1 A. where the MWB is accessing only 000 
of two WANs, 

Figure 1C illustrate ite network of figure 1 A wiiem tte MWB is accessing cmly one 
of two W ANs. 

Figure 2 A illustrates a network comprising a plurality of MWBs in accordance with 
the claimed inveation. 

Figure 2B illustrates the network of figure 2A after a LAN chant and a MWB li&ve 
clanged posilion, 

Fi^mp 3 illustrates the hardware and software Modules of a MWB ixi accordsmce with 
the cl&sm&d in^entioti. 

Figure 4 A is a diagram llksttatmg how data packet streams &re transmitted m& 
forwarded by a M WB belwem differmt Betwork systems m accordance vri& the claimed 
invention. 

Figure 4B is a flow chart illiistrailBg the steps by which wired or wireless LAM t*sers 
are au&e&tieated in wired WAN and wireless WAH systems in accordance with the claimed 
invention. 

Figure 5 is a flow chart illiistratlhg the steps by which data p&ckels are ooiitroMed and 
ferwarded whm. wired LAN or wireless LAN useo access wired or wireless WAH system 
resources m memdmm with the claimed mveoliori. 

Figure I A illustrates a network 100 comprising a MWB 11 0* coupling wireless WAN 
120, wired WAN 130, wireless LAN 140, mid wired LAM 150, MWB 1 10 acts as the access 
point for wireless IAN 140. LANs 140 Mid. 150 mekde LAN clients 141-143 m& 151-153. 
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WANs 1 10 and 120 are also coupled to the Internet 190 such that any LAN cheat (141-143, 
1 .51-153) obtaimag access to WAN 110 or 120 also hm access m Internet 190 via WAN 3 10 
or 120, As such LAN clients are able to access Internet resources via MWB 1 10 and wired 
WAN 1 10 andfer wireless WAN 120. In less pcefesred embodiments^ MWB 110 be adapted 
to couple LANs to wireless WANs but not to wired LANs s aad/ar may be adapted to only 
couple wireless LANs to wireless WANs. 

LAN clients are devices adapted to be coupled to a LAN» while LAN users are people 
or otter entities thai use such LAN clients. The terms **mex** mid **dient* 5 are to a large 
degree interebHngeable as all LAM users will titUi&e a LAN client, Examples of LAN oliente 
include completers (mainiTamej workstation^, desktop, laptops notebook, eic.) ? personal data 
assistants (PDAs), and mobile telephones among others 

In preferred embodiments MWB 110 will provide WAN access to LAM oMents 
through the -use of a wired WAN stieh as W AN 110 whenever a wired W AN is available as 
illustrated by figure IB, If mch a wired WAN is not available, or becomes mmvaiiabte 
(possibly due to disconnection, feilnre, unreliability, m&ot remotenesg), MWB 110 will 
utilize a wireless W AN such as WAN 120 to provide WAN/Memet access to LAM clients as 
Illustrated it* figure 1C, 

If a switch is made from a fel WAN to a second WAN fee transition will be made in 
such a manner feat it has minimal Impact if any on my LAN eHrots tot are or will fo e 
accessing Internet resources. Giving priority to my available wired WAN will decrease the 
load cm wireless WANs and potentially may provide higher data rates and increased 
reliability to LAN client access of Interne!: resources while being able to MI back to a 
wireless LAN belps msure that access to ssich resources contliuies even whoa a wired W AN 
is xmavailable, 

hi addition to pro viding continued cotnmnmcatioo. despite loss of access to a wired. 
WAN, MWB I tO aiay be utilized in situations where wired WANs are ruiavailabk or 
impr&etie&l One example would be the use of MWB 110 to provided WAN access to LAN 
client located hi remote locations. Another example would be to mc MWB 1 10 to provide 
WAN access to clients m regions that are highly developed hixi have not been wired to 
provide WAN access. Yet another example would be to provide WAN access to LAN clients 
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on vehicles. By installing a MWB 1 10 on a vehicfc, LAN clients on the vehicle wo&M be 
able to obtain WAN/Xatemet via a wireless (a*id/or in mnw instances wired) LAN. 

to some instances it may he desirable to provide LAN clients with stamitaiieous. 
access to both wired and wireless WANs as illustrated m figure J. A. This may be done for 
mmierous reasons such as load balancing or because certain LAN clients are not allowed to 
access certain WANs, 

Before providing access io a partoter W AN, MWB 110 will authenticate any LAN 
client trying to obtain socb access. Such authentication may fee <ioae at my time prior to 
providing a LAN client WAN accost, possibly whet* a LAN client first accesses MWB 1 10 ? 
smMm when a LAN client first attempts to access apaitiaii&t WAN* 

In some insiances it will foe advantageous to corniest multiple MWBs t^tfaer* Snob 
interootuiection of MWBs may be accomplished m any ro&soiiable fashion such as through 
wired and/or wireless dedicated and/or slimed cojmmntioation lines, and/or wireloss 
distribution system (WDS) technology* Ititerconnoeting MWBe will fedlit&te roaming of 
LAN clients in an area of coverage tfeat m Imgm ihm. c&n be provided by a single M WB. In % 
the ease of wireless LAN clients , it is preferred t hat transitions ftoin one M WB to ano ther be 
accomplished as seamlessly as possible so as to provide the LAN clients with unintormpted 
access to WA3*Mcnict resonrc^s. 

in figure 2 A a network 200 comprises MWBs 21 GA~2!0D interconnected by WDS 
260 ; where MWBs 210A~210D in conjunction with wired WANs 23GA and 230B, wireless 
WANs 220A mid 220B, wired LANs 250A and 250B, wireless LANS 240B~240D provide 
access to the Memet 290 to LAN clients 251 -254 and 241-243 in fee manner previously 
deseribad in relation to network 100 of figure 1 . In. figure 2 A, client 243 is at a first: location 
and erupted to MWB 210C via wirekss LAN 240C1 In figure 2B„ clknt 243 is at a different 
location and coupled to M WB 210D via wireless LAM 24C8X to preferred anbodimonts, the 
switch talvlWB 21 0C to MWB 21 OD wouklbe- accomplished, without any mtenuption of 
service to LAM client 243, Similarly* In figure 2 A a vehicle mounted MWB 21 OB is at a fml 
location and coupled via wireless WAN 220 A to Internet 290 wMfc in figure 2B MWB 21 0B 
is coupled to internet 290 via wireless WAN 22GB. 

Whm MWBs are intercomiectecl with eaefe other (and possible wife other devices that 
provide related functions) that they MWBs cooperate to best meat the needs of any LAN 
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cKmts* using smh MWBs, As such, MWBs may hand off LAN client to other MWBs if 
another MWB is better suited to satisfy the needs of the client Alternatively, M WBs may 
route LAN client coraimmxbattons between feemselves to provide file LAN elimis with 
optimum service* In some msta&ces jrcmtl.Bg between MWBs may be done to provide LAN 
elicits of a first MWB with higher speed intense! access available to a second MWB. 

In msiimees where a first MWB can correct with at least one other M WB or access 
point through a WDS S it is preferred feat If the MWB detects that &t*y such other MWB or 
access point has access to a WAN having a higher h&ndwldtfe th&& any WAN the fet MWB 
is ourreMly connected to that the first MWB cooperate with the other MWB or access pom! 
to share the higher bandwidth of that WAR If touting e-onummkaiioM to &notfecf MWB 
wMch becomes unavailable^ a MWB should either reroute or directly ha^idle such 
eotomruiie&iions such that a LAN client does not suffer an miaeeeptabie loss of service. 

MWBs such as MWB 110 of figures 1A-IC m£ MWBs 210A-21OD of figures 2A 
and 2B will preferably comprise at lm$t the following hardware and software modules as 
illustrated in figure 3 in regard to MWB 306; 

L Wireless LAN (WXA1N0 module 31 3 5 which is compatible with IEEE 
802, 1 la/h/g standard, and be used to ocusteot wireless LAN basic service set (BSS) mid 
wireless distrihuiiou system (WDS) 5 implement wireless access tejclioBs to provide wireless 
access to LAN dicMs, 

2, LAN Ethernet Controller 3 12, through which the LAM system dontain can be 
expanded, and through which other wired or wireless LAM systems can be interconnected; 

3> WAN Ethernet Controller 31 5, through which the LAN clients in wired and 
wireless LANs cm access wired WANs «l Internet resources. 

4. Wireless W AN (WWAH) module 31% which cm Be a GPRS module, 
CDMAIX module, any 3G module, or mw other type of module that provides access to a 
particular type of WAN system &M is to be accessed by LAN clients tiMng MWB 3Q0< As mi 
example, if LAM clients are to access toeoaei resource tlwugh. a GPRS network system, this 
WWAH module must be a GPRS tncdide. 
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5. Spanning Tree Protocol (STF) bridge software module 3 1 1 ? which, is 
^poimibla for data packets forwarding between diffkmt LAM (wired and wirete LAN). 

& Network Address Tramlatlon. and Network Address Port TramlMion 
(MAT/HAFT) software module 314, which is responsible ibr data packet forwarding between 
LAN ami W AN networks. 

7 . Autheatioaiion, Authorization and Aocoiaiiing software modules: 

a) Radius Client module 316, which is used m conjimetion with a Radius Sm^r 
for a^fe^itieatioB. authorisation m& mmm^mg of wired an/or wireless LAM clients and/or 
their nsers. This module will preferably ho used with one of followmg authentication 
methods. 

h) Web Portal module 317, whMi in a simple mid pxaeiiea! twihm&ation 
method, m& is used in the most authentication ^pplieattoii, 

C) IEEE 802 JX module 318, which another ^uCbeatica!io0 method, mid k 
often used m wireless LAN user auth^mkatioa This mithentieatlou method is defined m the 
newest WLAH security standard 

4) $*PPoE module 3 1% wMch is a set afeoBimu.mcatioB tc-chuol.ogx. and consist 
of aiithcntkatum method, security and mtxm other components usually used in FPP 
comiBUBieatiou and Ethernet appheatians> hi this patmt desciiphou^ its au&entioatioji 
method is Biainiy u$ad, 

e) SIM Card module 320, which is responsible for airthmtioatiBg MWB 300 m a 
mobile client m WWAN network Systran: 

8> The. MWB has 4 network mterfaees: the LAN mid WAN Ethernet eontrollers 
312 and 315 connect to a wired LAN and a wired WAN through 2 standard RJ'45 interfiles 
321 and 322; the wireless LAN modate 313 e^mmuaieates with the WLAH BSS Mtd WDS 
through 1EEES02. 1 la/b/g radio interface 323; the wireless WAN xnodnle 310 acts as a mobile 
si&ikm m WWAN systems (GPRS, CDMA1X and 3G% mid connects the WWAN systems 
through corresponding air radio interfaces 324, 



wo wmmimii* 



In addition to providing LAN clients access to WANs for data commmio^ion% 
MWBs may be equipped with modules thM support voice., video, and other types of 
communications as well 

Less preferred embodiments may use less than all of the hardware and software 
modules described above, may use modules not listed, and/or may use additional numbers of 
at least same of the described modules. In some embodiments modules listed as hardware 
modules may tafce the form of software modules and similarly software modules may take the 
ibnn of hardware modules Some embodiments may be limited by the modules they eoni&b 
to accessing only a limited number of dif&rem types of LANs and W ANs while other 
embodiments may be mote adaptable and able to access all major types of LANs aud/or 
WANs. Standards described may change as newer standards are adopted such that MWBs 
will continue to be used despi te such standard changes. 

Figure 4A illustrates the- flow of data packets between different network modules. 
Packets can flow between any of two of the wired WAN, wireless WAN, wired LAH, m& 
wireless LAN modules except that the MWB is preferred not to support packet flow dteeetiy 
between the wired and wireless WAN modules. When LAN clients access WANs* network 
address translation aod possible protocol translation is perfbmied> Since a MWB Is preferred 
to access as an access point in a wireless LAN, some packets from wireless LAN clients may- 
be intended for other wireless LAN clients. In such ssstancos the wireless LAN module is 
preferred to mm such packets without passing diem on to the other modules. Wiiea LAN 
clients want to access the Internet p&ekets will preferably be routed to the wired WAN 
module If a wired WAN is available, hut will otherwise he ronted to the wireless WAN 
module Data packets passing from LAN to WAN modules will preferably first be checked 
for the data packets source and destination port at the spamhBg tree bridge module which will 
then send the data packets to NAT/NAPT module to complete packets network address 
translation* which will theu send them to the wired or wireless WAN modale. These steps 
will be performed in reverse for packets received by a WAM module and headed for a LAN 
module. 

When LAN users access internet xescmre% it k m hnp&rtmi function to control, all of 
user's access traffic. After LAN users pass the autteiiieation and get access anlborkation,. a 
MWB can collect user's traffic stream daia> md limit tbetisage of data communication 
bandwidth by every users according to some predefined rales or snbscripiion information. 

3 
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User's data traffic control easi fee implemented at the 2nd network layer m the STP bridge 
module and also can be implemented at the 3rd network layer in the NAT route module. The 
traffic control Implementation is based, on the theory thai outbound data rate should be 
controlled by &e network interface. Because a MWB ninst comtrol the data traffic from wired 
or wketass LAN to wir^ct or wireless WAN network system, the ussrs traffic control is 
preferably implemented at the 3rd layer based on the KAT/NAPT module, 

User traffic control is preferably implemented teongh the use of queues. For a MWB, 
we can view the LAN Ethernet controller and wireless LAN modules together m being a 
downlink port, and the WAN Ethernet controller and wireless WAN modules together as an 
uplink port, Timffie control* as it is used herein, means that the device interfaces should be 
controlled to limit data send rate. If the uplink data rate should be controlled, fee dMa rate to 
Uplink port must be controlled and HmiiedL If the downlink data rate should be controlled,, the 
data mte to the downlink port must he controlled m& limited. Traffic control hi a M WB can 
be implemented at at least 2 stages of data Iraitsnilssion: (1) before data packets queue or (2) 
after data packets queue. teplenrenting traffic control on qneucd packets rather f ton on 
Incoming packets requires the use of larger queues (i.e. more memory) to avoid the overflow 
of the queues. Moreover, doing so wastes resources mch as CPU process time used to qncue 
packets thai are subsequently thrown oat As such* it is preferable to implement traffic 
control beibre packets are queued. 

Referring to figure 4B ¥ the flowchart shown flnstmtes method 400 by whkh data 
packets received by a MWB are controlled and forwarded wtsen LAN clients access ft 
WAK/Memet system resource. In step 410, the Net Address Translation mediae receives 
packet from mi uplink or downlink. hi mp 420, the Net Address Translation module filters 
the packs* receiv ed according io the header of fee packet. Illegal paokcis will be abandoned 
and legal paefcete will be transferred m the txplhik or downlink of step 430. Before a packet 
enters Into the queue to watt to be transferred, seven parameter will be, in step 440, sot lor 
ercry LAN client where the $mm. parameters include: L MAC address of client (macAddr); 
ii Up link rate of client (npRate); iii Down link rale of client (dowxsKate) ; iv, Byies 
transmitted by fee client in the oinxent ported (npCotmt); v> Bytes received by the client in the 
enrrent period (downConni); vi Total bytes transniitted by the client: (upTot&l); and vii 
Total bytes received by the client (downXotaFK 



to 



wo wmmimii* 



In order to control the traffic o f the dim^ MWB needs to check whether the bytes 
tm?i$xiiitted/reo0ive4 by the client in the current period (1 second for example) i& bigger than 
the lip/dow& link rate set for this client when the paofosis from/to this client are going to enter 
the relative queue* If the bytes iraiii$mitte#reeel.ved. by the client in the current period is not 
bigger than the \tp/$Qvm link rate set for this client, iim packet will enter the relative qmxm to 
wait to be traBsmitied/receivad hi step 460. Then in step 470, the packet will be transferred to 
the appropriate port fox uplink ox dow&imk. If the bytes transniittod/r«cojv«d by the client in 
the current period is bigger than the up/d0wn link rate set for this client, the packet will be 
absndon^d m 0t$p 4$Q> The npConnt and the downC-onnt valuer are accumulated according to 
the transfer of data packets, and at the start point of each period (1 second for example) tire 
upCoimt ami the downCount values are reset to zero. 

Re&rring to ilguxe 5, a preferred method for authenticating LAN clients and/or users 
w prior to allowing WAN access is illustrated. In. the flow chart of Figure 5 illustrating 
method 500, the step 530 indicates wireless or wired LAN ussrs pe^&re to access wired or 
wireless WAN network resource through a MWB mch m bridge 110 of figure I; the step 531 
indicates that the M WB will judge if a wired WAN resource is availably the step 532 
indicates that, if a wired W AN is available, the MWB will atithe&tis&le LAN cli ents azxlfor 
users with traditional authmtkation methods, which, include Weh Portal + Radius Client 
method, IEEE 802, IX or PFPoE * Radius Client -method*, eto> ; the step 533 Indicates that, if 
the wired WAN system, resource is not availably the MWB willj&dge if a wireless WAN 
mmwm is available; the step 534 indicates that, if a wireless WAN resource is available, 
axrthmtication should be done via wireless WAN s^i&m. authentication raetbods. The 
detailed authentication action in WWAM system is that, as the step 535 describes, ths SIM 
card module in the MWB will first be called on to autheniieate the MWB itself as a mobile 
station in W WAN system, then m the step 536 describes, the LAN olientsAiam that 
indirectly access Internet iteotsgh wireless W AN system can be authenticated by traditional 
authentication methods via the Internet a described hi stsp 532. On the other baud, if m the 
step 533 the wireless WAN system resource is not availably the step 537 describes LAM 
users catft access W AN network ,rcsoi^o% aid then MWB doesn't authenticate any user or 
client 

Thm> specific embodiments and applications of network systems eompridng MWBs 
have been disclosed. It should be apparent, however - # to those skilled m the art thai many 
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more modi&adons besides those already described are possible without departing from the 
inventive concepts herein. The inventive subject matter, Uierefore, is not to be restrictod 
exsopi m the spirit of the appended claims Moreover, in interpreting both the specification 

the claims, ail terms should be interpreted in the broadest possible mariner consistent 
wftb the context, In particular, the tesrms ^comprises*' and ^comprismg* 5 should be mi^mted 
as referring to elements, components* or steps m a nonexclusive m&rmer, indicalrog that the 
rdfemiosd eteu*en& ? components* or steps may be present, or utilised* or combined with 
other elements, components* or steps that axe not expressly referenced. 



12 



wo wmmimii* 



CLAIMS 

What is claimed m: 

I . A wireless bridge adapted to fimcttoii m a bridge between at least one LAN 
composing a plurality o£el*enis ? and at le&si one WAN. 

2L The bridge of claim I comprising at teast one wireless W AN module adapted 

coTOMiinicate with a wireless WAN md at least one wireless LAN module addled to 
eoxrrcaunicate with, a wireless LAN. 

3, The bridge of claim A2 wheats, the at least one wireless LAN module is adapted to 
utilize the XBEE 802 J 1 protocol 

4, The bridge of claim 2 further comprising a subscriber identity modnie adapted to 
provide the bridge access to a wireless WAN. 

5, The bridge of claim 2 further comprising at least one wired WAN module adapted to 
communicate with a wired WAK md m least one wired LAN module adapted to 
eosmmnnc&te with, a wired LAM. 

Ci The bridge of claim AS wherein the bridge is adapted to authenticate wired LAN md 
wireless LAN access, 

7. The bridge of claim A6 wherein the bridge is adapted to use DSEE802JX* Radius 
Client, Web Portal and or PPPoE in aafiieBfea&tg WAN* accesft. 

8, The bridge of claim A5 tether comprising a spanuimg tree module bridging the 
wkefess LAN and wired LAN modules, 

9, The bridge of daim AS further comprising a network address translation module 
adapted to modify source and or destination addresses of packets passing between t\m 
LAM and WAN modules. 

10. The bridge of claim A5 wherein eae& oftfee wired WAN' and wired LAN modules 
comprises an RJ4S interface, 
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1 1 , The bridge of claim A10 wherehx the wired WAN module tether comprises at least 

Bl/TI interface and mi optica] interlace. 

12, The bridge of claim A2 whereki the wireless WAN morale is adapted to nse at least 
one of die following: GPRS, CDMA IX, CDMA 2000, UMTS, and S&fcffite, 

1 3 * The bridge of claim 1 2 further comprising additional wireless WAN modules adapted 
to use at least one of the following GPRS, CDMA IX, CDMA 2000, UMTS, and 
Satellite. 

IS, The bridge of claim I wherein the bridge* is adapted to function as a bridge beiweort 
die at least one LAN and at least two WANs wherein tile- LAN is & wireless LAN, 
one of die at least two WANs is a wireless W AN, and a second of the at least two 
WANs is a wired WAN. 

1 5. The bridge of claim 2 wiierekt the bridge is adapted to communicate with a plurality 
of wireles s bridges throu gh a witless distribution system. 

I & A network comprising two wireless ^h-neiworks conpf ed ioge&er by the wireless 
bridge of claim L 

17, The network, of oMxn 16 comprising at least two wireless bridges coupled together via 
a wireless distribution system. 

1 8, A network comprising two wireless subnetworks coupled together by the wireless 
bridge of claim 15. 

19. The network of claim 1 8 comprising at least two wireless bridges copied together via 
a wireless distribution system. 

20. A. rnethod of compriamg eoup&g at feast two wireless networks together by 
fHtmdmg a wireless bridge adapted to eemmumoate with each of the at te&st two 
whekss networks, positionmg the bridge m a location where She bridge ess* 
comnmiiic^te with each of die at kast two networks, and cmsmg the bridge to 
establish commimicatioxis with each of the at least two networks, 



wo wmmimii* 



21 * The method of clmm 20 wherein cm srng fee bridge to establish comm&mea&sm with 
mck of the at least two networks comprises providing the bridge with a subscriber 
identity module and causing fee bridge to isse the subscriber identity moWe to 
identify itself to the wireless WAN, 

22. A method of providing LAN client access to a WAN resource comprising; 
bridging a wireless W AN, a wired WAN*, a wireless LAN and a -wired LAN with a 

wireless bridge; 

causing the wireless bridge to mithetiticate the identi ty of a LAN client attempting to 
access a WAN resource. 

23. Hie method of claim 22 wherein bridge with a wireless bridge comprises providing 
the bridge with a subscriber identity module and easing the bridge to nse the 
subscriber ideality module to identify itself to the wireless WAN> 

24 The method of claim 22 wherein causing She wiretess bridge to authenticate the 
identity of a LAN client comprises having the client anthenticated via the internet 
through the &se of Wch Portal, IEEE mZSx or FPPoB, 

25 . The method of claim 22 comprising obtdutng the following mfommtbn for the LAN 
client: 0} MAC address (maeAddr); (ii) up link rate (upRate); (In) down link rate 
(dowioRate); (iv) bytes transmitted by the client m th« current period (npCotmi); (v) 
Bytes received by the client in &e current period (dow^CouM)i (vi) total bytes 
teftitttfflttod by She client (upTotal); and total bytes received by die client {downlotaljL 

26- The method of claim 23 wherein; 

the bridge determines whether the bytes traBsmitted/'reeeived by the client in the 

current period is bigger tfem an xxpf&mm link rate set for this client when the 

packets from/to this client are going to enter a relative queue; and 
if the bytes tran^mltted/receiYed fey fee client hi the current period is not bigger than 

the np/dtwn link rate set for this client the bridge places the packets into the 

relative queue to wait to he teaHSOiiUed/recei ved; and 
if the bytes mmsimtted%eeelved by the client in the current period h bigger than the 

up/down link rate set fa this client, the bridge abandons the packets 
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2 7, The met hod of claim 2 5 wherein, the upCorart and the dowixCcwnt are accmi*ukted 

lespecti vely in accordance with the tnoismissioa and reception of data packets* arid at 
the start point of each period the iipCount and the doWBCo^Bt is set to &ero* 

28 . The me thod of claim 25 wherem the wireless bridge supports fee trammi^lon of data, 
Voice, and video comrqmmealfeia packets between the wireless W AN, wired WAN, 
wireless LAN and wired LAN. 
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